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Learning Objectives

Upon completion of this lecture, you should be able to: 

• Describe the building blocks of a data protection 

architecture 

• Describe data source components – application, 

hypervisor, and primary storage 

• Describe data protection applications and storage
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Data Protection Architecture

A data protection architecture is a blueprint that specifies the 

protection components and their interrelationships and guides an 

organization to provide centralized data protection services. 

It enables cost-optimized and consolidated data protection, 

simplifies data protection management, and helps organizations to 

meet service level requirements. 

An intentional data protection architecture is explicitly identified and 

then implemented. 
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Accidental Architecture

An accidental architecture consists

of a fragmented set of data

protection processes, multiple

unconnected data protection tools,

and infrastructure silos. Multiple

entities within an organization

perform their own data protection

operations without a clear picture

of the ownership of protection

processes and resources.
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Why Accidental Architecture Happen?
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Quick Review

• Describe using your own word the term “Accidental 

Architecture” in data protection strategy

• How to avoid Accidental Architecture
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Data Protection Architecture
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Data Source

It is the source of the data that must be protected.

The data source can be:

- a business application

- a hypervisor 

- a primary storage. 
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Data Source – Business Application
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Third Platform Applications
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Data Source – Hypervisor
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Hypervisor

• The hypervisor translates the VM’s 
resource requests and maps the 
virtual hardware of the VM to the 
hardware of the physical compute 
system. 

• From a hypervisor’s perspective, a 
VM is a discrete set of files on a 
storage device.

• https://www.youtube.com/watch?v=
LMAEbB2a50M
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VM
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Quick Review

• Explain the purpose of Hypervisor in data protection 

architecture
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Data Source – Primary Storage

Slide <#> of 9

It is the persistent storage for data 

used by business applications to 

perform transactions. 

Data from primary storage can be 

directly copied or moved
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Data Source – Primary Storage

• A primary storage device can be leveraged as a data 

source during protection operations. Data from a primary 

storage device can be copied or moved directly to 

protection storage without using the CPU cycles of the 

compute systems that run business applications and 

hypervisors. Therefore, application performance is not 

impacted during data protection. This may also improve 

the performance of data protection operations.
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Architecture of a Primary Storage System
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Common Types of Primary Storage Systems
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SAN-attached Storage
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Network Attached Storage
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Object-based Storage Device (OSD) 
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Unified Storage
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Data Protection and Availability Application 

Overview
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Functions of Backup and Recovery 

Applications
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Functions of Replication Applications
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Functions of Archiving Applications
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Protection Storage Overview
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Summary 

The data protection architecture is based on the concept of 

a fault-tolerant data center infrastructure that assures 

continuous availability of data and services. 
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Q & A
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Next Topic 

Data Protection Architecture- Security 
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