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Introduction to Security Threats

Traditional /Software-Defined Data Center with Fault-tolerant Infrastructure ‘

Unauthorized modification or
deletion of data through
application, file system, or
database

Data Security and Management

Data Protection Services

Orchestration
Operations Management

Discovery

Modification of system
configuration by unauthorized
access to management
application

Restore data fo
unauthorized

destination via protection
application

Protection
Applications

Protection Application and Storage

Cloud
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Threats to Data Source

An atlacker may gan
unauthonzed access (o
apphcaton by bypassing
access control

an altacker can
access business
apphcahon by uSIng
slolen mobale
dEICES

Applicnlion aLTe

Hyparvisor

Compute I ,

System A

Distahinn
Appdicalicn

Kiultimedis
Appieplion

An attacker |15 elevaling the user
privileges or spoofing dentity to

gamn access 1o the apphcaton
and modily or delete the data

Primary Storage Systam A

S— SAN
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an attacker installs a rogue
hyperasor 1o 1ake comtndl of
CoMmpube system

Primary Storage Sysiem B
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Threats to Protection Applications

Storage System A — Replication Software Installed

An attacker 15 elevating the

LUSEr prileges or spoohing
Backup agent identity 1o perform
unauthonzed remote
Hyparvisor

rephication

Compute
System A

Compute
System B

= I Backup Device

Replication

AN attacker 1S axploming
vilnerabliies in the backup
application to perform dala

recovery to unauthonzed Storage System B - Replication Software Installed

compute system B

Backup Server/Storage Node




An attacker is

Threats to Protection Storage oo daia

Primary Sforage Cloud
(Protection storage)

L
Hypervisor

Media theft while
P shipping backup
EEEEN AR media to the DR site
Compute SAN o
System A . . s

SO

Shipping media to DR site

Backup Device

Hypervisar  Baskup agent | ‘
— (Protection storage)

Compute .
System B Protection
Storage

An attacker is stealing the
physical media by gaining
access to protection storage

An attacker is stealing the
physical media by gaining
access to protection storage

Backup Server/=torage Node




Threats to Management Applications

1y gai iauthonzed access 10
management a ;;I l n to peranm Storage

Storage
unauthonz '-.rd [ LelT] S8 Provisiomr i System A

System B
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Introduction to Security Controls

Security Controls

Administrative
Controls

Technical
Controls

| __F
| 1 | l 1

Standard
Procedures

Security Policles Compute Level Network Level Slorage Level

Security controls can be classified as preventive, detective, and corrective




Key Security Controls

Physical security

Identity and access management
Role-based access control

Firewall

Intrusion detection and prevention system

Virtual private network

Virtual LAN and virtual SAN
Zoning
LUN Masking

Discovery domain



Physical Security

Disable all unused
devices and ports

Provide 24x7x365 onsite
securty guard

Implement biometric
W or security badge-
based authentication

Physical security controls

Install surveillance
cameras

Install sensors and
L S EENE




ldentity and Access Management

Password

Backup Application

&=

Badge ID

o B

User
Cloud
Biometric ‘
Storage
IAM Controls Authentication and IT Resources

Authorization System




Role-based Access Control

Permissions

Secunty
Administrator

4 Lreale delete, and modny securty setlings

~ Create, edit, and delete backup policies

' Backup Schedule, configure start/stop backup, and
¥ Administrator "= ‘ recover operations

| Frovision resources for backup

——

| Monitor backup and recover operations

»  Activity Monitor ——»

Manitor security and application settings




Filtering rules are based on parameters such

F ire wal I as source and desfination address, port

numbers, and protocols

Authonzed data packets are allowed

Unauthonzed data packets are dropped

( N\

+  Firewall’'s effectiveness depends on robust
It and extensive definition of rules
* Authorized data packets are + Firewall can be physical or virtual
allowed \ ]
+ Unauthornzed data packets are
dropped




Intrusion Detection and Prevention System




Virtual Private Netwg

Organization needs to perform
remote replication between two
sites using VPM connection

Application
Sereer

Standby Server

Cliamt=

WPN connmection

ddd

Primary Site established

Remote user conmects to the

corporate network using YIPM Remate User

comnection

rE] WP Cliond

Disaster Recovery Site
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VSAN veann

WSAMN 10 (Enginesring)
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WSAMN 10 allows traffic
betiwean Compute System A
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Zoning

An FC switch-based control that enables node ports connected to an FC SAN to be logically segmented
into groups and communicate with each other within the group

Switoh Domain ID = 15
Port &
Hyparvisor

Zone 2 (Port Zone) = 15,5, 15,12

Compute C
System
Pori § Storage System

WWHN 10:00:00:00:C9: 20:DC: 40

mE
A “

Zone 3 (Mixed Zone) =

Compute 10:00:00:00:C8:20:DC:56; 15,12

System

WWIN 10:00:00:00:C9: 20.DC: 56

Compute __‘

Systam S Zone 1
(WWN Zone) = 10:00:00:00:C9:20:DC:E2; 50:06:04:82:E8:91.28:9E

WWN 50:06:04:82:E8:91:28.9E

WWHN 10:00:00:00:CB:20:DC: 82




LUN Masking

Refers to the assignment of LUNSs to specific host bus adapter worldwide names

Compute system A can have access fo LUN A and
restncts the access to LUN B

Compute System A - HR

n

Hypearvisor

Storage
System

Compute System B - Finance

Compute system B can have access to LUN B and
restnets the access to LUN A




Discovery Domain

Managemant network or &
Station managament station
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-l-.'
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Compute Systerm A
has access only to
Storage System A -

Compute System A is
restricted from accessing
Storage System B

Storage System B




Key Security Controls

Securing hypervisor
Securing management server

VM, OS, and application hardening

Malware protection software

Mobile device management

Data encryption

Data shredding



Data Encryption

A cryptographic technique in which data is encoded and made indecipherable to eavesdroppers or
hackers. |

i an e

~ me B

oo traversing over the
Hypervisor Hypervisor

Compute System Compute System
-A -B

Encryption Appliance

Decryption Appliance decrypts the
data before storing on the Storage
System

Storage System encrypts the data
before storing the stor.
Storage System = ,,,93{; =

Production Site DR Site




Discussion

Do a google search and explain in detail the following big
data security technologies

1. Encryption

Use access control

Physical Security

Centralized Key Management

Intrusion Detection andPrevention System
Zoning

LUN Masking
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Question and answer session

Q0 &A
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