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Topic 1 - Introduction to the Internet of
Things (loT)
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TOPIC LEARNING OUTCOMES Sty

At the end of this topic, you should be able to:

e Define loT and explain its concept, emphasizing the network of interconnected
physical objects and their ability to collect and exchange data over the Internet.

e Understand the origins and evolution of loT, including its early beginnings and the
factors that contributed to its growth and widespread adoption.

e |dentify and describe the key components of loT hardware, such as sensors,
actuators, microcontrollers and microprocessors.

e Explore prototyping tools used in loT development that facilitate the creation of
loT prototypes and proofs-of-concept.

o Explore data acquisition, analysis and visualization tools used to collect, analyze,
represent and interpret loT data, including graphical interfaces and dashboards.
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Contents & Structure e

e Whatis loT?
e How did it start?

e |loT Hardware:
- Sensors and Actuators
— Microcontrollers and Microprocessors

e |oT Software:
- Prototyping Tools
— Professional Programming IDEs
— Data Acquisition and Analysis Software
— Visualisation Tools
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What is Internet of Things?

The Internet of Things
(loT) refers to a network
of interconnected
physical devices,
vehicles, appliances, and
other objects embedded
with sensors, software,
and network
connectivity that
enables them to collect
and exchange data.

m Device connection

loT devices
loT connectivity
Embedded intelligence

Data sensing

Capture data
Sensors and tags
Storage

Focus on access
Networks, cloud, edge
Data transport

ASIA
ooooo

The Internet of Things

From connecting devices to human value

Data sensing
02 and collecting

Data
transport
and access

Big data analysis
Al and cognitive
Analyis at the edge

Device
connection
and
connectivity

Data value

Internet of Things

FROM CONNECTION
TO BENEFIT

Analysis to action
APls and processes
Actionable intelligence
Human
value, apps
and
experiences

Data analytics

Human value

Smart applications
Stakeholder benefits
Tangible benefits

Data value
defined by
action
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Source: https://inventrom.wordpress.com/2014/11/27 /the-thing-in-interne t-of-things/
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the
Internet
of
Things
(loT)

Cloud Processing
°®
®
b Network
°

Sensors

Image from dustria-de-la-construccion/personaje/
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http://www.cchc.cl/informacion-a-la-comunidad/in

Sensors

HUMAN BODY TEMPERATURE AND
HUMDITY ¢ .:.

Measurevalues

Send raw data

Low power

SUPER
REGENERATIVE

CT106-3-M-BIA - Building loT Applications Introduction to the Internet of Things SLIDE 6



ASI.
NNNNNNNNNNNNNNNNNNNNN

Local Processing and LocalStorage

Get data from sensors

Process

Send some datato

Edge/Fog Computing
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Network and Internet

loT Gateway

Gathersdata from sensors

Gateway Protocols
° 6LoPAN

o LoRaWAN
o BLE

Internet Protocols
° CoAP
o MQTT
o HTTP
°© XMPP
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Cloud Processing and Storage

Aggregate Data
Storage

Inferences

SLIDE 9

CT106-3-M-BIA - Building |oT Applications Introduction to the Internet of Things



loT Network

loT
End Points

Sensors

Actuators

Aggregators

loT

Internet Cloud/Data
Infrastructure Infrastructure Center

loT Routers
& Gateways - ‘“‘ | Provisioning
Fa '/\'II LANfEdgE .t":- Stu rage
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End-User
Applications

Client
Devices
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How did it
start
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Origins of the Internet of Things (loT) Fri

« Embedded Systems: The concept of embedding computing capabilities into physical
objects can be traced back to the 1970s with the emergence of embedded systems.
These systems were designed to control and monitor specific functions in various
devices and machines.

e Machine-to-Machine (M2M) Communication: In the 1980s, the idea of machines
communicating with each other without human intervention gained traction. M2M
communication aimed to enable devices to share data and work collaboratively in
industrial settings.

e Internet of Things (loT): The term "Internet of Things" was coined in the late 1990s
but the evolution of loT gained momentum with advancements in technology. The
proliferation of wireless networks, the miniaturization of sensors, and the
development of low-power microcontrollers played pivotal roles.
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Concepts close to loT e

Ambient Intelligence (Aml):

 Aml leverages loT technologies, sensors, and artificial intelligence to create
smart environments that anticipate and respond to human behaviour.

e |t refers to a vision where technology seamlessly integrates into our
surroundings, creating intelligent and responsive environments.
Ubiquitous Computing

o Ubiquitous Computing (or pervasive computing) involves the idea of having
numerous interconnected devices and sensors embedded in our environment,
allowing for ubiquitous access to computing resources and services.

e |t emphasizes the integration of computing technology into everyday objects
and surroundings to enable seamless interactions and information access.
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Why is this happening now? Ae.u
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Affordable hardware

o (osts for actuators & sensors have been cut into half over the last ten years.

Ubiquitous & cheap mobility

e (Cost for mobile devices, bandwidth and data processing have declined as much as
97% over the last ten years.

Availability of supporting tools

e Big data tools & cloud-based infrastructure have become widely available and fairly
sophisticated.
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Why is this happening now? P

Smaller, but more powerful hardware

e Form factors of hardware (sensors, communication technology, etc.) have shrunk to
millimeter or even nanometer levels. Now you can get a low-energy, state-of-the-art
sensor with ubiquitous connectivity the size of your fingertip.

Mass market awareness

e The vision of a connected world has reached such a followership that companies have
initiated loT development & marketing budgets.
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loT
Hardware
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Microcontroller

Small programmable device

Easy connectable
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Arduino

Small programmable device Easy

connectable

Is open source
Has a simple to usesoftware

Only around 4 simultaneous networking
connections

waiht
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Microprocessor

High processing power and memory
Higher power consumption

Expensive
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Raspberry Pi

&
K

AP-U

Computer
RunsLinux OS called Rasbean
More software-oriented programming

Full Networking System

Introduction to the Internet of Things
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Good for sensors e

ChipKIT
PIC

LaunchPad
MSP430

Arduino
ATmega328
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Good for some sensors and processing e

Particle
ARM
WiFi Internet

Espruino
STM32 ARM |
ARM Cortex MO, Javascript
M3, M4
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Good for processing and network A

Intel® Galileo
400 MHz Quark x86

256 MB RAM
& | Intel® Edison
Raspberry Pi B 1 GHz Dual Core Atom x86
900 MHz ARM, GPU 1 GB RAM
1 GB RAM WiFi
Compute Module BLE
4 GB Flash
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Good for processing and network

UDOO Neo
i.MX 6 Solo ARM, GPU

ARM M4
512 MB or 1 GB RAM

Beaglebone Black Parallella

1 GHz ARM, GPU 1 GHz Dual Core Zyng ARM
512 MB RAM 16 or 64 Epiphany CPUs

4 GB Flash

Introduction to the Internet of Things 24 SLIDE 24
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Prototyping

ARDUINO WYLIODRIN STUDIO

800 Blink | Arduino 1.0.3

Raspberry Pi

coms

Blink

Blink Arduino sensor APPLICATION DASHBOARD SCHEMATICS
Turns on an LED on for one second, then off for one second, repeatedly. ——
AR
2 rmata is a generic protocol for communicating with micrecontrollers
*Tms exanple code 1s in the public domain. 3 * from software on a host computer. It is intended to work with Show
4 * any host computer software package. examples:
- B
/7 Pin 13 has an LED connected on most Arduine beards. 6 * To download a host software package, please clink on the foll
. 7 * to open the download page in your default browser.
// give 1t a name: g *
int led = 13; 9  * http://firmata.org/wiki/Download
10 */
/4 the setup routine runs once when you press reset: ﬁ, e
vold setup() { 13 6-2088 Hans-Christoph Stei All rights reserved.
/7 initialize the digital pin as an output. 14 @-2611 Paul Stoffregen. rights reserved.
pirMode(led, OLTPUT); 15 9 Shigeru Kobayashi. All rights reserved.
16 9-2011 Jeff Hoefs. All rights reserved
17
18 library is free software; you can redistribute it and/or
// the loop routine runs over and ower again forever: 19 it under the terms of the GNU Lesser General Public
20 icense as published by the Free Software Foundation; either
waid ToopO[J 21 version 2.1 of the License, or (at your option) any later version.
digitalfirite{led, HIGH); /7 turn the LED on (HIGH iz the woltags lewvel) 22
delay(1008); A7 woit for a second i S refeeeeeiooo o
digitalrite(led, LOWY; /7 turn the LED off by making the woltage LOW Hide Console RASPBERRY Pl ARDUINO
delay(108@); /¢ watt for a second

Searching for Arduino standard Libraries
Searching for Arduino variants directory

searching for

Searching for

Searching for

searching for :

Searching for avr-objcopy / ardu a

make[1]: Entering directory - /wyliodrin/projects/bui

src/Arduine . ino

searching for Arduino 1ib version file (versi

Detecting Arduino software version ... 1.0

make[1]: Leaving directory '/wyliodrin/projects/build/app_project/Arduino’
make[1]: Entering directory °/wyliodrin/projects/build/app_project/Arduino’

Arduino Mega (ATmega1280) on jdev/tty.ushserial-A600enbz
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Professional Programming IDEs

ECLIPSE

(<] C/C++ - nanomind/src/main.c - Eclipse
File Edit Source Ri Navigate Search Run Project Window Help
v H B A B e B e | & B O~ | @E S | 1 | i Fv e e o | fEie/cH
&5 Project Explorer 52 = 0| &) power.c [¢ main.c [€ Fpga.c [¢ spi_wrapper.c B install.kxt [¢ *main.c =B g outli X @ Make |23 call =]
o P 7 a S =il
e e * Nanoltind3 LG O b
W ; : o stdlib.h
. Binaries * Johan De Claville Christiansen u stdioh
» [ Archives * Copyright 2@11 GomSpace ApS. ALL rights reserved. i oy
» @ includes i " coder . py
Lt * USING SRAM MEMORY: =1 dev/usarth HOTT
* & build * To store a variable in internal SRAM use: A dev/armfepicpinik traCedh B,
v Gujtag * static _ attribute ((section(".sram.data"))) g Ll
5 at49bva20dt.crg * : u util/console.h
* To place a function in internal SRAM use: U supervisor/supervisor.h
[ ato1sam7a1.cfg * _ attribute ((section(".sram.text"))) R
B install.txt * P P.r Eeanih [
* [ i i ' 5: [ BufEx
£ nanomind3.cfg / 1 csp/inter| aces/vzspv)il F_can. n
|_ R W csp_extra/esp_if_i2c.h
5 openocd.cfg #include <stdlib.h> - i
5 &yl Finclute otdia s u csp_extra/csp_if_kiss.h
vau #include <stdint.h> = csp/interfaces/csp_if_canh
L . u csp_extra/csp_console.h
¥ [gj boot.c #include <dev/usart.h> 5 > il
» [ clock_store.c #include <dev/arm/cpu_pm.h> & freertos/FreeRTOS.h £ ~scan_ stopped
O #include <util/console.h> o freertos/task.h f._running_count
» [1 clock_store.h o - nor:
» [ cmd_panels.c #include <supervisor/supervisor.h> # =
i # FoOsC import gettext as
» [ cmd_periph.c i ) port gettext as _
R #include <csp/csp.h> F — mport g
R conf_freertos. i i i = ging
- #include <csp/interfaces/csp_if can.h> i VTaskserveruoid®): o Togging . getLogg
> @ #include <csp extra/csp if i2c.h> ++ vTaskUsartRx(void*) : void
T Sincluda cocncackzatecn iflcice b # VTaskinit(void®) : void
= e : [£ Problems =2 asks | B Console| B Properties | @] Error Log| % Progress | 4" Search & GitStaging| ~ O|| @ handle_server: xTaskHandle
* [r) task = & PyInotifyNotSuppart:
= 0items ~ @ handle_console: xTaskHandle r
» [f) task_server_connless.c S e A
5 — e main(void) : int
> [ task_server.c Description Resr

>

s} test_cpp.cpp
B nanomind-ram.Id
By nanomind-rom.Id

) waf

0

writable

smart Insert

15:
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Professional Programming IDEs

MBED (ONLINE)

c mbed.ang/'c
¢ r e EwlOD & &80 M
‘mbed Compiler - [Hew [ main.cop
Fiven B trport

INTEL® XDK

BB Intel® XDK IoT Edition

oK) PROJECTS | Blink

TR e A

Working Files

Save [l Save i @ Commit (D Revisons: | <0 oo | M4 mhed NP LPCIT6S 7 main.js
w
Program Workspace: T
Blink.
node_modules
icon.png
mainjs
packagejson
README.md
1 A
var mraa = require('m
. 11 console.log('MRAA
I Explore Services nsole
I+ Saved Service Bindings
+ Create A New Web Servic var ledstate = T 5 Boolean
periodicActivity(J; //call
Function periodicActivity ()
< >
Compiler Dutput for Programe New Erom @ | Wemings: O frfon= 0 Line 10, Column 43 — 24 Lines
Descroption Errtia | Resource I Feider Locaton
Uploading project bundle to IoT dev
[ Upload Complete ]
Ready. 1 ool L 3 ms Intel XDK - Message Received: run

T106-3-M-BIA - Building loT Applications

Stopping App <=
MRAA Version: vB.5.8-12-g3898182

roduction to the Internet of Things

NS

ntel’ XDK

iaT EDITION

JsvaSeript
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Data Acquisition and Analysis Tools

XIVELY MICROSOFT AZURE

Microsoft Azure

o [

< R word cloud draft Properties ’
Search experiment items 2 AP 4 Execute R Script ~
R Script
S Saved Datasets . = 367151
- 1 wodapted from httpsy//gist.github.com/maeliietaylor/367 1518
o i 2 library(wordcloud)
rained Models :
DATA SERVICES BUSINESS SERVICES w 3 ibrary(RColorsrewer)
ble dir Ti Seri rehivi Devi A S TEAT [ Data Format Conversions 4 ¥(png)
able |rec?0ry of ime-Series Archiving Device provisioning, PR 6 conventions <- meal.mapInpuUtPort(l) # class: dats.frame
ts and permissions activation and management 7
B Dats Transformation 8 prg("cloud.png”)
L 5 wordcloud(conventions§wordperaSk, # words
p Feature Selection he conventions$demscrats, ® frequencies
. & 11 scale = ¢(4,1), # size of largest and smallest words
MESSAGE BUS Real-time message management and routing [B] Machine Leaming 12 colors = brewer.pal(5,"Blues”), # number of colors, palette
h3 rot.per = 8) # proportion of words to rotate 99 degrees
] Rtanguage Modules 14 dev.off()
s
Xively™ APl  REST, Sockets, MQTT Z Statistical Functions 16 wordcloud{conventionsSwardperask,
Y P u B h? conventions§republicans,
[OF Text Analytics e scale = c(4,1),
~ ~ ~ ~ e colors = brewer.pal(9,"Reds™),
: : : e rot.per = ©)
: ARSI : eeeereeeaeas : e p e
s 5 o a2
v v v 4 Eperiment Proparies
START TIME v
rmm— END TIME
Execute R Script ~
Bxecute the given R script using R 3.1.0
— (more.
Xively™ Customer Backend Applications Connected = e
Applications Services Objects 2
- .8 8 5 =2 > :
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Visualisation Tools

Grafana Dashboard

{9 - Climate station -

Temperature

Temperature

M

Ny o M
1410 14:20 14:30

climate-station.thermometer.0:1.temperature.n
Min: 25.00 Max: 25.62 Avg: 25.21

+ ADD ROW
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Humidity

Humidity

14:10 14:20 14:30

climate-station.hygrometer.0:2.relative-humidit
Min: 44.20 Max: 54.02 Avg: 46.47

£ ZoomOut » @ now-30m to now-Om

llluminance

306.40 lux

llluminance [lux]

14:20 14:30

climate-station.lux-meter.0:0.illuminance.mean
Min: 25 Max: 343 Avg: 276

Pressure

959.05 hPa

Pressure [hPa]

14:20 14:30

climate-station.barometer.0:0.pressure.mean
Min: 958.874 Max: 959.080 Avg: 958.949

Introduction to the Internet of Things

NodeRed Ul

Home Usage Today

5 Minute Data
3083

2000

1279
13:25:53

Hourly Data
5276
4000

2000

166
12:30:53

Power Now

3033 W

3500

6.29 kW Power Generated Today

5 Minute Data
3387

3200

3023
13:30:53 13:25:53 13:30:48

Hourly Data
3391

2000

367
13:30:53 12:30:48
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Summary / Recap of Main Points At

((( ))) loT refers to a network of interconnected physical devices, vehicles, appliances, and other
& objects embedded with sensors, software, and network connectivity that enables them to collect
and exchange data.

loT allows for the seamless integration of the physical world with the digital world, creating a
fr' network of devices that can interact and collaborate to automate tasks, gather and analyze data,
@ and improve efficiency and convenience in various domains.

_ ooooo By leveraging sensors and connectivity, loT devices can collect data from their surroundings,
- : monitor their own performance, and respond to commands or triggers. This data can then be
i analyzed to gain insights, make informed decisions, and optimize processes.
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( J [ J
Review Questions Lira,

 What is the concept of loT? How does it relate to the network of interconnected
physical objects and data exchange over the Internet?

 What are the key components of loT hardware? Briefly describe the role of each of
the following: sensors, actuators, microcontrollers, and microprocessors.

 How do prototyping tools support IoT development? Provide examples of
prototyping tools used for creating loT prototypes and proofs-of-concept.

 What are data acquisition, analysis, and visualization tools in the context of l0T?
How do they contribute to collecting, analyzing, representing, and interpreting loT
data? Give examples of graphical interfaces and dashboards used for loT data
visualization.
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What To Expect Next Week D

In Class Preparation for Class
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