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Learning Outcome

Upon completion of this lecture, you should be able to:

* Deploy data backup and data recovery strategy in an
organization

* Describe In detall the data deduplication components
* Describe In detall data replication processes

 Differentiate between data backup, data deduplication
and data replication




Why Do We Need Data Backup?
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r To recover the lost or corrupted data for smooth functioning of business
L operations

@ To meet the demanding SLAs

rq To comply with regulatory requirements

\

@ To avoid financial and business loss




Gathers data to be backed

Backup Architecture

= Manages backup operations
= Maintains backup catalog

up
Sends data to the backup

storage node

Sends metadata to the Backup Cloud
backup server __‘,sf rver

Retrieves data during a “

recovery

S

b
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Tracking
Information
Backup
Clients
Backup Backup
Data Storage Data

Node

Writes data to a backup
device

Sends metadata (tracking
information) to the server
Reads data from the backup
device during recoveries

Backup
Device

Tape library
Disk library
Virtual tape library
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Backup Operations

[ |
Backup
Clients

Backup clients send data to the storage node
and update the backup catalog on the
backup server.

©

Backup server instructs backup clients
to send data to be backed up to the @
storage node.

Backup server instructs storage
node to load backup media in the

Backup server initiates " .
backup device.
scheduled backup process. O P to the backup device.

Backup server retrieves backup-

backup catalog.

Backup server updates the @ Backup @ Storage
Node

backup catalog. Sarver
Storage node sends metadata and media
information to the backup server.

Storage node sends data
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Backup client requests
backup server for
data restore,

Data is then read

Backup server instructs and sent to the backup client.

storage node to load backup

Backup server scans backup media in backup device.

catalog to identify data to be
restored and the client

©)
e O  — | |

Backup ® Storage Backup

Server Node Device
Storage node sends restore

@ metadata to backup server.

Backup server updates ) .



Backup Category

Backup granularity depends on business needs and the required
RTO/RPO.

Based on the granularity, backups can be categorized as
 full,

* Incremental,

« cumulative (or differential),

Most organizations use a combination of these backup types to
meet their backup and recovery requirements.




EMC NetWorker and EMC ProtectPoint
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« Software that centralizes, automates, and « ProtectPoint backs up data directly from

accelerates data backup and recovery primary storage (EMC VMAX) to Data
Domain system

« Supports multiplexing
« Eliminates the backup impact on the
« Supports source-based and farget-based application server
deduplication capabilities by integrating
with EMC Avamar and EMC Data Domain « Leverages primary storage change block
respectively fracking technology




Traditional Backup VS EMC ProtectPoint
Backup

Traditional Backup ProtectPoint Backup
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VMware vSphere Data Protection Advanced -
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vSphere Data Protection Advanced

- Backup and recovery solution designed for vSphere environments
and supported by EMC backup products

= Provides agentless, image-level backups to disk as well as guest-
level, application-consistent protection

« Supports network-efficient, encrypted replication to replicate backups
to one or more DR sites




VMWare VSpere

 VMware vSphere for Beginners — YouTube

* https://www.youtube.com/watch?v=30vrKZYnz|M



https://www.youtube.com/watch?v=jVGTtYDRfC4
https://www.youtube.com/watch?v=3OvrKZYnzjM

Quick Review

« Using Box-and line diagram design;
— a basic data backup architecture
— a basic data restore architecture

« What Is different between Traditional Backup and
ProtectPoint Backup?

 Why It Is said that ProtectPoint Backup is superior than
Traditional Backup?
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Deduplication




Why Do We Need Data Deduplication?
i | What are the challenges of duplicate data
In a data center?

. Client 1
s
5“?’“‘:;":!""':’ \ Difficult to protect the data
Copres (Qupncate Bl W
p— \ - within the budget
-5

i3

L

>

L.

Impacts the backup window

Increases the network

4

Client 3

bandwidth
! / Backup Device

Client 4 Data Deduplication addresses these challenges

LA
B
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Key Data Deduplication Components

ASIA PACIFIC UNIVERSITY
OF TECHNOLOGY & INNOVATION

===

Application Server
[Deduplication Client Software -
Agent)

Deduplication Client Software
(Agent)

—

Deduplication client software is installed on
the application server to perform backup and
deduplication

Deduplication Backup Device
Server {Backup Target)
Deduplication Server “

Maintains the index of the deduplicated data

Deduphcation server software can be installed on
a general purpose server that accesses the
backup target available in the environment

In some implementation, the deduplication server
along with backup target comes as an appliance.




Data Deduplication and Backup Process

1. Client agent checks the file system and determines if a file has
been backed up before

=th-1 |

e & &
111

2. Modified files are broken into chunks and hashed. Hashes
are compared to hash cache

() ce62c34dab
‘ . Local Hash Cache
el5acee2?
B ‘ ot 15 32;
gloace
@ ofa732e02 =
‘ B 362ae92b2

Chumks
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3. Hashes are checked against server

el5acee’?
Deduplication Server

4. Only unique data are backed up on
the server
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Total data before reduction

Deduplication Ratio =

Total data after reduction
Fn[:tr.}rr: aff_ectlng_ Description
deduplication ratio
Retention period The langer the data retention period, the greater is the chance of identical data exdstence in the backup
Frequency of full backup The more frequently the full backups are conducted, the greater is the advantage of deduphcation
Change rate The fewer the changes to the content between backups, the greater is the efficiency of deduplication
Data type The more unique the data, the less intrinsic duplication exists.

Deduplication method ‘Variable-length, sub-file deduplication discover the highest amount of deduplication across an organization




Guideline to implement data deduplication

Assess backup environment

Y

Establish how much you can
change your backup
environment

Y

Purchase a scalable storage
architecture

L 4

Check the level of integration
between backup software and
hardware appliances

Y

Perform the first backup

v
QZ/&‘:\
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Reduces infrastructure costs By eliminating redundant data, less space is
required to store the backup data

Deduplication Benefits

Enables longer retention periods Reduces the amount of redundant content in the
daily backup, and hence, users can extend their
retention policies

Reduces backup window Less data to be backed up, which reduces backup
window
Reduces network bandwidth requirement Eliminating the redundant data reduces the amount

of data to be sent over the network



Deduplication Methods

Target-based |
Deduplication
Source-based
Deduplication

Deduplication
Methods



Source-based Deduplication

Data fo
backed

5%
OONEE
REOBERD

ﬂ ____________ D e e ———————— -

Deduplication agent checks each

Deduplication Backup
Server Device

file for duplicate content

Source-based Deduplication
* Data is deduplicated at the source (backup client)

* Backup client sends only new, unique segments across the network

*  Suitable for environment where storage and network is a constraint

* Requires a change in the backup software if this option is not supported by the existing backup software
* Consumes CPU cycles on client and may impact the application performance

*  Recommended for remote office branch office environment for performing centralized backup

\ i"/ )
*-‘a‘
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Target-pased Deduplication
= =

Deduplicated h
Data to be = -I}:lla:|
u 0CCo
N = 0000 -
. ] - poLD Deduplication

Appliance

Application Deduplication
Server Server
Data deduplication occurs at
the backup target
- Target-based Deduplication -

* Data is deduplicated at the target

*  Supports current backup environment and no operational changes are required

*  Client is not affected since deduplication process takes place at target

*  Requires sufficient network bandwidth to send data across LAN or WAN during the backup

* Data is deduplicated at the backup device, either inline or post-process
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Deduplication Use Case: Disaster Recovery g‘}m
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Deduplicated Deduplicated
Data Data

-y

Primary Site DR Site

Deduplication significantly reduces the network bandwidth to transfer the data from
the primary site to the remote site (DR site or Cloud) for DR purpose

Deduplication also reduces the storage requirement at the remote site




EMC Avamar and EMC Data Domain
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S e W ostavoman

* Disk-based backup and recovery solution « Data Domain is a target-based data
that provides inherent source-based deduplication solution

deduplication
« Data Domain Boost software increases

- Avamar provides a variety of options for the backup performance by distributing
backup, including guest OS-level backup parts of deduplication process to the
and image-level backup backup server

« Data is encrypted and deduplicated to * Provides secure multi-tenancy
secure and minimize the network
bandwidth consumption . Supt-pnrts backup and archive in a single

system



Quick Review

« What are the disadvantages of data deduplication?

« Explain the differences between target-based
deduplication and source-based deduplication
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Replication




Introduction to Data Replication
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Data Center B

T o

| Emmm

Center A Connectivity

r:_- X

Replication Storage

Process of creating an exact copy (replica) of the data to ensure business continuity in the event of a local outage or
disaster

Replicas are used to restore and restart operations if data loss occurs




Primary Uses of Replicas %ﬁ

J
Replica P4

= = = = Can act as a source for backup

e Can be used to restart business operations
or to recover the data

S — Used for running decision support
activities

Source

— = = =% |Ised for testing applications

= = = o Data migration
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Local Replication Remote Replication o
~ Datais Data is
socsge | W0 100 BT € e e sorsgeased S blcated to S
L replieation b | — | |
Data is Storage Storage
replicated within a dystem System
storsge | N1 10 1l ‘,/.;__ data center from
U el One sysiem mh:::?;rp:;n:hw- Data Center A Data Center B
p Remote Replication ﬂ,l
Data Center *  Refers to replicating data to remote locations (locations can be
geographically dispersed)
Local Replication N *  Data can be synchronously or asynchronously replicated
Refers 1o replicating data within the same location «  Helps to mitigate the risks associated with regional outages

Within a data center in compute-based replication

VWithin & siorage system in storage system-based replication . Enables organizations to replicate the data to cloud for DR purpose

. Can be implemented at compute, storage, and network

Typically used for operational restore of data in the event of
data loss |

Can be implemented at compute, storage, and network




Quick Review

* What Is the importance of recoverabllity and consistency
In local replication?

* Describe the uses of a local replica in various business
operations.

« What are the considerations for performing backup from a
local replica?




Data Archiving
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Why Do We Need Data Archiving?
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! n ! ! What are the challenges of keeping fixed data in
primary storage?

Hypervisor Hypervisor

Increasing consumption of
expensive primary storage

High performance storage for less
frequently accessed data

i’ | Risk of compliance breach

Increased data backup window and

Active Data cost
Fixed Data
Fixed data is growing at over o
90% annually Data archiving addresses these

challenges

Primary Storage Systems



Data Archiving and Its Benefits
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Data archiving moves fixed data that is no longer actively accessed to a
separate low cost archive storage system for long term retention and future
reference

e Saves primary storage capacity

« Data archiving moves fixed data that is no longer actively accessed to a
separate low cost archive storage system for long term retention and future
reference

 Moves less frequently accessed data to lower cost archive storage
* Reduces backup window and backup storage cost
* Preserves data for future reference and adherence to regulatory compliance



Backup vs. Archiving
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Backup vs. Archiving

Data Backup Data Archiving

secondary copy of data Primary copy of data

Used for data recovery operations Available for data retrieval

Primary objective — operational recovery and disaster Primary objective — compliance adherence and lower
recovery cost

Typically short-term (weeks or months) retention Long-term (months, years, or decades) retention



Archiving Architecture

ASIA PACIFIC UNIVERSITY
e IOVATION

{Policy Engine)

Archiving agent, installed on the application and file
servers, scans files and archives them based on
archiving policy

Archive server

« Enables administrators to configure the policies
for archiving data

= Maintains an index of archived files for search
..... and retrieval operations

- -

i & & A &
-

Archive storage stores fixed data

Archiv
Clients (&) Agent




Examples of Data Archiving Regulations




Clients

Data Archiving Operation
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Primary Storage Archiving agent scans primary storage to find files that meet the
archiving policy. The archive server indexes the files.

v.,

Stub File

... Communication

Once the files have been indexed, they are moved to archive
storage and small stub files are left on the primary storage.

Archive Storage




Data Retrieval Operation

When a client attempts to access a file, the stub file is
used to retrieve the file from archive storage.

Primary Storage

Stub File

Clients

Archive Sarver

Archive Storage

By utilizing the index for archived files, users may

also search and retrieve files.

Primary Storage

._.'
Client Seanch ) Relrieve
*

Archive Storage

— ]

Archive Server




Why Data Migration?
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e .
LOJ Disaster avoidance

r -

LOJ Technology refresh

-
EOJ Data center migration or consolidation

-
[OJ Workload balancing across data centers




Data Migration Techniques

SAN-based Migration

Storage system to storage system
direct data migration
Storage system to storage system

data migration through
intermediary virtualization

appliance

Host-based Migration
Host-based migration tool
Hypervisor-based migration

» VM live migration
+ VM storage migration

NAS-based Migration

» NAS to NAS direct data migration

» NAS to NAS data migration
through intermediary compute
gystem

» NAS to NAS data migration using

virtualization appliance

Application Migration

+ Migration of application from one
environment to another

PR
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